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What's this about?

When?
- Since end of August 2017

What's going to happen?
- Your TAN card (plastic card) is being replaced by an OTP (One Time Passcode)
code.

How?
- Any client who connects to yourassets will go through transition screens to activate
their new authentication system.



The transition screens
"step by step”



15t screen : Encode the user number and password
.. after having agreed to the disclaimer

yourassets vouroffice Language « FAQ
ONE
LIFE
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@ ) your secure

you rassets A J client access

Lost user number? /

B Password

Lost password?

Next

& Welcome v

i Access v
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2 User number /



2 screen : Encode the security code of the TAN card
... for one last time!

urassers vouroffice Language ~ FAQ
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|_ |_ Next /

& Welcome v
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3rd screen : Read & accept yourassets general conditions
... as they have been adapted to the new authentication system

ONE
LIEE

yourassets youroffice Language ~ FAQ

OnelLife is continuously upgrading its systems to ensure a secure, fast and effective service for its partners and clients.
We are pleased to inform you that we have changed the authentication rules when logging on to yourassets.

In a few minutes, we will help you to set up this new authentication process.

Before activating vour access, please read and accept the General Terms & Conditions.

General Terms & Conditions (GTC)

Changes Authentication

[You are connected to the secured website of OneLife: wiw.yourassets.onelife. e com (hereafter referred to as the Website or yourassets),
fwhich is a property of The OneLife Company S.A. and is governed by the general terms, conditions and limitations set out below and
(OmeLife Personal Data Policy (all together hereafter referred to as the Conditions). Plezse read carefully these Conditicns before accepting
fthem and using the Website

'WHEREAS
(OneLife and the Authorised User have concluded 2 life assurance policy or 2 company owned policy (hereafter the “policy™.

(OmeLife offers to its Authorised Users (hereafter the “Anthorised User™) a secured Website service, and the Authorised User has subscribed
the secured Website offered by OneLifs by sizning 2 secured Website Access Agreement (hereafter the Secured Website Access
|Agreement).

IThese Conditions shall govem the contractual relations between OneLife and the Authorised User regarding the access znd the use of the
[Secured Website by the Authorised User. These Conditions supersede and replace any other terms and conditions of any Agreement
previonsly signed between the Authorised User mnd OneL ife in relation to the access and use of the secured Website VourAssets, except for
fiae Special Reciprocal Power of Attorney in case of joint subscription of a policy:

{OneLife and the Authorised User are hereafter referred to collectively a2 the Parties and individually as a Party. A

[Now and therefore it has been agreed as follows

PDF version of the GTC 0

I have read and accepted the new GTC




4th screen : Step 1 > Encode your mobile phone number

.. required to recetve its code by SMS or digital voice

Automatic verification of the number to ensure that it is indeed a mobile phone

ONE
LI EE

STEP 1 : Strengthen your security

Let's get started!
To receive your OTP code for your authentication, please add a trusted phone number.

OneLife will only use this number for your access security purposes and vour data will be used in line with OneLife's

persenal data policy.

Which phone number do you want to use? n-

How would you like to receive your OTP code?

S Cllme with a voice code

urassets youroffice Language « FAQ

L
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After encoding your mobile phone number and clicking on "send me a
code”...

... amessage confirms the sending of the code

OTP code

An OTP code has yent boen sent 10 your truited phooe sumber




4th screen (after) : Step 2 > confirm the reception of the code
... makes it possible to verify that the mobile phone number used 1s correct

Attention, maximum 2 minutes between the reception of the code and the action click on "Check the code OTP" ... ONE TIME
PASSCODE... used only one time !!!

Ifyou don't receive any SMS, then use the button “Call me with a voice code”

STEP | : Strengthen your security

pensnal 1 polx

TWich phone mumber do you want 1o wie® -

How wonkd you e 00 rocelve your OTP code”




4th screen (after) : Step 3 2> Move on after confirming that the mobile
phone number is registered

Jwar e P e Lauguage v W

ONE
LIFE

STEP 1 : Strengthen your security

Lets get tarted

Totecerve TP code foe your suhestication, please 344 3 rasted pbone meenber
Onelafe

pensonal &ata polic

wie This porader f0f YOUS JOCCHA SECURTY pUspOses and your data will be sed = ke vt Owel 1oy

Which phette sumiber do vou want o wie? — s

How would you Bhe 1o receive your OTP code?

[ Sendmeacode B

STEP 2 : Confirm that it works
An OTP code has just been sent to «342401

Pieare enter the OTP code

Verify the OTP code

STEP 3 : Validation
The code 1s valid. Your trusted phooe sumber is ponw regiiterad and Yoo may proceed to the st step




5th screen : Encode your e-mail address
... + 3 security questions to protect the online recovery process

vourassets  youroffice  Language v  FAQ
ONE
LIFE

Useful information for an online recovery process
Recovery details are necessary for vour online reconnection in case you forget vour password or lose your mobile phone.

Please fill in your recovery e-mail address. this will allow you to reset your credentials online.
OneLife will only use this recovery e-mail address for reconnection purposes and your data will be used in line with OneLife's

Which trusted e-mail address do you want to use? /

=

After answering the questions and clicking on the Next' button, a validation link will be sent to this e-mail address Please
click on the link within 13 minutes to activate the e-mail address.

Select and answer your three security questions.

Security question 1 L
Security question 2 v
Security question 3 v

personal data policy. L—



5th screen (after) : Answer 3 security questions
... required to use the online recovery process

ONE
LIFE
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yourassets youroffice

Usetul information for an online recovery process

Recovery details are necessary for your online reconnection in case you forget your password or lose your mobile phone
Please fill in your recovery e-mail address, this will allow you ta reset your credentials enline.

OneLife will only use this recovery e-mail address for reconnection purposes and your data will be used in line with OneLife's
personal data policy.

Which trusted e-mail address do you want to use?

=

After answering the questions and clicking on the Next' button, a validation link will be sent to this e-mail address. Please
click on the link within 15 minutes to activate the e-mail address.

Select and answer your three security questions.

Security question 1 v

the first name of your best friend in high school?
first pet?

vas the name of

vas the first thing you learned to cook
vas the first saw in the:
rou go the first time you flew on a plane?

Security question 3 v

Language ~

FAQ




6th screen : Welcome to yourassets (the transition is done

1

But beware ! Do not forget to validate the e-mail address within 15 minutes -2 See the mail recetved!

Home SieMap Contact FR NL Logoul Sefiings

Our offer My policies Newsroom Contact

Search:

I

® % Welcome to yourassets

Our transparency , Your security!

My Assets Last portfolic update:
My contracls 28/08/2017

Transaclions
Operations statement

News
1 Digital Transformation - "UPDATE ! 6 July 2017" - Underlying Dedicated Funds ( 06/07/2017 )
4!9 > IMPORTANT INFORMATION - Digital Transformation ( 06/06/2017 )
Life of the funds
New fund in our offering - EDR BOND ALLOCATION R EUR (LU1161526576) ( 06/08/2017 )
Keren 2018 : absorption by Keren Corporate { 06/09/2017

New funds in our offering: fund MFP SICAV plc Best Managers (MT7000016365) ( 26/06/2017 )
CANDRIAM SRI- merger by absarption ( 30/13/2017 )

Legal Discl




Validate the e-mail address

If this step is not completed, it will then be impossible to reconnect online
(eg if the password is forgotten)

Trusrted & madl validation

Diear chent,

Pleass validate your e-mail sddsens by clhicking on the followng lisk /
[t 2 voursssss onclife m comSancommenegies  MBSET  AChcoileldEMRIT  lageen)

Should vou meed Belp or have sy other qutstsns, please feel free 10 comtacs us by e-med ot infoBonelils o com
B pegands

Onel e Comossey Savasi




Confirmation of the validation of the e-mail address

ONE
LIFE

The email address validation is successful.

'© OneLife 2017



A few special cases...



SPECIAL CASE No. 1: In the event of a lost user number
.. BEFORE or AFTER the transition process to the new authentication system

- Click on “Lost user number?”

yourassets vouroffice Language « FAQ
ONE
LIFE

( %
@ 1 your secure
you rassets A J client access
2 Usernumber
Lost user number?

B Password

Lost password?

Next

& Welcome v

i Access v

@ Onel ife 2017



SPECIAL CASE No. 1: In the event of a lost user number
...... BEFORE or AFTER the transition process to the new authentication system

> Use the reconnection form
- You will be reminded of your user number by e-mail.

Reconnection - yourassets

This form must only be used in one of the following cases:

*  You have lost your user number
or

+  youamnolonger able updats or change you ¥ (password, telaph ber, e-mail
security questians lor your authentication)

N.B. This form is not just intended to obtain the reinitialisation of your password. This may be done in just a few clicks via the screens
provided for this purp d ible by clicking on "Lost p:

Please complete and sign this form and send it by post, e-mail or fax to:

OneLife - Customer Services
EF.110.L-8303 Capellan. Luxembourg
Fax:(+352) 45 67 3% Email: info@onelifeeucom

[[cent no.

) [Comioame ]|

| (Aadiessz [

] [Counmy

| [E-mail Address* ] |

* This information MUST be provided

Please tick the box corresponding to your request (only 1 choice)

[T would like you to confirm to me my user number and agree for it to be sent to me at the e-mail address indicated above

[1woud i init ion informati on & nEw p: F &)

(*) Reminder: a simp] : of one of the { credenti e done in fust a few clicks via the screens provided for this purpose: your
mobile or. e i you

[Date and place of signatue 1




SPECIAL CASE No. 2: In the event of a lost password
... BEFORE the process of transition to the new authentication system

- Click on “Lost password?"

yourassets vouroffice Language « FAQ

ONE
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B Password
Lost password?

Next
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SPECIAL CASE No. 2: In the event of a lost password
... BEFORE the process of transition to the new authentication system

-> Impossible to use your e-mail address as it is not yet validated
- Click on “Reconnect” and "Reconnection form”

urassets  youroffice  Language v  FAQ
ONE
LIFE
Reset your password
Please fill in your user number
4 Usernumber
Please fill in your trusted recovery e-mail address
B E-mail address
& Reconnect v
\ Youmay have lost. disclosed or simply forgotten one of your access eodes? In this case, simply download a reconnection
d. As soon as we receive the duly completed and signed reconnection.

. feconnection request should be sent to OneLife. “Client Service
34, Email: info@onelife e com

request and select which one of the ace nes
request, we will send yeur access codes by ail. The
Team”, BP 110, 18303 Capellen. Fax: (+352) 43 67
Reconnection for




SPECIAL CASE No. 2: In the event of a lost password
... BEFORE the process of transition to the new authentication system

- Use the reconnection form
- A new password will be sent to you by post
(since you have not yet been through the transition screens)

Reconnection - yourassets

This form must only be used in one of the following cases:
*  You have lost your user number
or
+  youamnolonger able updats or change you ¥ (password, telaph ber, e-mail
security questians lor your authentication)

N.B. This form is not just intended to obtain the reinitialisation of your password. This may be done in just a few clicks via the screens
provided for this purp d ible by clicking on "Lost p:

Please complete and sign this form and send it by post, e-mail or fax to:

OneLife - Customer Services
EF.110.L-8303 Capellan. Luxembourg
Fax:(+352) 45 67 3% Email: info@onelifeeucom

[[cent no.

* This information MUST be provided

Please tick the box corresponding to your request (only 1 choice)

[T would like you to confirm to me my user number and agree for it to be sent to me at the e-mail address indicated above

[1woud i init ion informati on & new password F &)

(*) Reminder: a simp] of one of the { e done in fust a few clicks via the screens provided for this purpose: your
mobil or. i you

[Date and place of signatue




SPECIAL CASE No. 3: In the event of loss of the TAN-card
... BEFORE the process of transition to the new authentication system

- Click on "Lost code?”

ONE
L1IFE

ec e
\ T

& Welcome

i Access

5 vouroffice Language ~ FAQ

[

© OneLife 2017




SPECIAL CASE No. 3: In the event of loss of the TAN-card
... BEFORE the process of transition to the new authentication system

- Use the reconnection form
- A new password will be sent to you by post

- When you next log on you will be recognised as a new user.
You will go directly to the transition screens to change your password,
enter your gsm number, your e-mail address and answer the 3 questions.

Reconnection - yourassets

a new initial pasaword | | |anewsecurjrycodecaxd | |a)emjnd.e1cd y user number

My arrece wac daniad fall

[ [ o pemswora ] | [ o et ommmcuny commen ] [ [pestet reres o mcorrct passwards |

o
address you indicated above.




SPECIAL CASE No. 4: In the event of a forgotten password
.. AFTER the process of transition to the new authentication system

- Click on “Lost password ?”

yourassets vouroffice Language « FAQ
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B Password
Lost password?

Next
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SPECIAL CASE No. 4:
In the event of a forgotten password

.. AFTER the process of transition to the new authentication system

- Enter your username and your e-mail address.
- Move the cursor to the right to unlock the “Next" button on which you may click

urasses  youroffice  Language~  FAQ
ONE
LIFE

\ Reset your password

\ Please fill in your user number

\ 2 Usermumber

\ Please fill in your trusted recovery e-mail address
M E-mail address

& Reconnect v

In this case, simply dovaload a reconnection.

e the duly completed and signed reconnection
should be sent to OneLife, “Client Service
34, Email: info@onslife.cu com

You may have lost, disclosed or simy
T lect which one of the

1l send your access ¢
P 110, 1-8303 Capellen Fax: (+352) 43 67

Reconnection form




SPECIAL CASE No. 4:
Confirmation of the e-mail sent to refresh the new password

Password reset

E-mail sent yoccensfully. Please check your maiox




SPECIAL CASE No. 4:
Once the e-mail has been received, enter the new password creation process

- click on the link proposed

@onelfe.eu.com

Feted your password

Diear cheni,

You have requested a reset of vour password to access your Oeel ife vousnssets websate

If you made this requent, please follow the mstructions

1f you did mot request to have your password reset, please contact us at mfo@ onelfe eucom.

To reset your password, please click om the link below or copy amd paste this TRL mto your browser
After 15 minutes, the lnk will so loager be valsd

Thas link takes you to the secure page where you can change your passwoed.

hittpa:d ev? vourssseis oselife so.com'ian‘common password Bles 20 FOY bd 4482742 A4S 1

Should you need belp or bave any other goestions, please feel free to contact us by c-muadl ot mfo@onclife cu com
Best regards,

Onelafe Customers Seriaces.

This emsil was Vires checked by UTM % using two different Antivirus Engines. hetp://www.scphon.com




SPECIAL CASE No. 4:
New password creation process screen (stage 1)

- answer the security question and enter the code received,
= then click to “Verify the question and the OTP code”

ONE
LIFE

Reset your password

For security reasons, your authentication is mandatary. L

Security question

In what city did your parents meet?

H | Please answer the question

OTP code
An OTP code has just been sent to your trusted phone number.
Please enter the OTP code
L
@ | Code
me W code

Didn't received the OTP code?

Send me a code o

Cancel Verify question and OTP code




SPECIAL CASE No. 4:
New password creation process screen (stage 2)

The new password must contain at least 8 characters,
including at least one capital, a lower case letter, a number and a special character

ONE
LIFE

Password reset

Time to reset your passwword!
Create  new and strong password that you have oot vet used oa this website

New password
What is your new password?

@ Passwerd

Please confirm your chosen password /
@ | Paswerd
P —

AW




SPECIAL CASE No. 4:
New password change successful confirmation screen

ourassets  youroffice  Language =  FAQ
ONE
LIFE

Reset completed successfully

Click to continue.




SPECIAL CASE No. 5:
In the event of a change of mobile phone number

.. AFTER the process of transition to the new authentication system

2> click on “Next”

yourassets vouroffice Language « FAQ
ONE
LIFE
OLII'aSSetS ? \ your secure
y A J client access
2 Usernumber
Lost user number?
Next
& Welcome v
i Access v

@ Onel ife 2017



SPECIAL CASE No. 5:
In the event of a change of mobile phone number

.. AFTER the process of transition to the new authentication system

2 click on "Lost Phone?”

ONE
LIFE

OTP code

Please enter the OTP code

& | Coue

An OTP code bas just been sentto your trusted phone aumber.

\ Didn't received the OTP code? How would you like to receive your OTP code?

a Welcome

¥ Access

© OneLife 2017



SPECIAL CASE No. 5:
In the event of a change in mobile phone number

- Enter your e-mail address reqistered during the initialisation process
- Move the cursor to the right to unlock the “Next" button on which you may click

assets  youroffice  Language v  FAQ
ONE
LIFE

— Reset your phone number

\ Please fill in your recovery e-mail address
\ B E-mail address
e /

& Reconnect v




SPECIAL CASE No. 5:
Confirmation of the e-mail sent to refresh the telephone number

Reser your phone mumber

A geust bt e ek i ot bebts b0 12 Weeted phin el akdien




SPECIAL CASE No. 5:
Once the e-mail has been received, enter into the telephone number
refresh process

= click on the link proposed

Reset your phone numbses

1 Links i sthaer Pumctnality s bt dhabled in 1801 it To bum o that Funttisnslity, men B retsiage 8 the inbion
Thue Duumioushs Aok Ervcsd Piltas e Tt ubt it 51 fm
Wi corared tha mamage into plan fed fommat
#n
Do sl

Yo hirv sogpeiited & ol o your Inated phse momber 10 Botd your Onelile yourassets webaine

¥ o may T sequend. please [olow the invirsctices

F youdsd nat maquest o bave gour phane rambes iese. please contact us o il o8 el e e com

Tos Pl ol plheo i Sarmbesl, plodds choll oo the Bl baloar of capy and paass B IURL o your Biensl

Al 15 mirntes, the nk will 5o lnger be valid

This. ik fakes wou B ihe SECEE DR]E WEane 0w mary Chang o v phose mamber

L R DR AT R R P TR R ST B LRl L IR Sr L I . S——— L
Shauld you need halp o have sy ofer quisiions, please feel T b contact us by emall o ipleGorlls wu con

[es1 cegaady

Dol il Cimtemed Saniles

Thin. emall was Vies. checked by UT § uing beg diflgeent Anthvinn Englnes. hep_feww sophos. cam




SPECIAL CASE No. 5:
Telephone number refresh process screen (stage 0)

- Enter your password and answer the security question,
= then click to "Verify the password and the question”

urassets  youroffice  Language v  FAQ

ONE
LTFE

Reset your phone number

For security reasons, your authentication is mandatory.

Password
&
@  Pawword <
In what city did your parents meet?
&
<

% Please answer the question

Cancel Verify password and question

A




SPECIAL CASE No. 5:
Stage 1 - telephone number refresh process screen

-> Enter your telephone number
- Click on “Send a code"

ONE
ETFE

Phone number reset

Time to teset your phone mumber!
Onel ife will only use this number for your access security purposes.

STEP 1 : Insert your new phone number
‘Which trusted phone nunther would you like to use? - / /



SPECIAL CASE No. 5:
Confirmation of the sending of a new code




SPECIAL CASE No. 5:
Stage 2: telephone number refresh process screen

—> enterthe new code received
- then click on “Verify the OTP code”

yowrsiets  yewnlios  Lasgeape v TAQ

Phone number reset

St 1t phume peher

Ol wil oaly wee Sy mmsmber ¢ YOUE BOOR MCUER) Prapome

STEP 1 : Insert your new phone number

VAN trwited phane summber wondd vou Bhe te we”

STEP 2 : Insert your OTP code
Az OTF code hau pue Down wat 10 = 352691

Pheass wtet the OTP code
—




SPECIAL CASE No. 5:
Confirmation that the telephone number refresh has been successfully recorded

urassets vouroffice Language ~ FAQ

ONE
L1FE

Reset completed successfully

Click to continue.

Continue




SPECIAL CASE No. 6:
You wish to change your e-mail address or the answers to the security questions

.. AFTER the transition process to the new authentication system

- click on “Yourassets" depending on your choice

Settings

Select an option below

[ 1]
— S
= =
Yourassets Yourassets
\ Modity your password T T
\ -—
Yourassets

Modify your recovery questions.




SPECIAL CASE No. 6:
You wish to change your e-mail address or the answers to the security questions
.. AFTER the transition process to the new authentication system

- Enter your password

yourassets | § ) your secure
A J client access
B Password /




SPECIAL CASE No. 6:
You wish to change your e-mail address or the answers to the security questions
.. AFTER the transition process to the new system

i : . n

“Change of e-mail address" screen
-> Answer 3 new questions

your secure
yourasse“ ( f )client access !""C‘L' secure
you rassets f client access

Select and answer your three security questions.
Security question 1

Which trusted e-mail address do you want to use?

Security question 2 v .

E-mail addresz

ext

Security questions change

Your security questions have been changed successfully.

A 4




Who to contact for assistance?

If you have any questions about the new authentication rules you can find
the information in the Frequently Asked Questions (FAQ).

You can consult them by clicking on the FAQ button which can be found
on all the authentication screens. If you have any questions which do not
appear in these FAQs, do not hesitate to contact the OneLife Customer
Service team by phone or by e-mail:

Tel: +352 45 67 30 1
E-mail: info@onelife.eu.com



Disclaimer

The content of this document is intended
solely to provide general information on the
products and/or services provided by the life
assurance company, The OneLife Company
S.A. (OnelLife).

It does not constitute any offer or solicitation
for the purchase of any life assurance
product.

OnelLife does not warrant, represent or
guarantee that the information contained
within this document is complete, accurate or
up-to-date.

Neither is this information intended to
constitute any form of legal, fiscal or
investment advice and the information
provided in this document or any other pre-
contractual document should therefore be
used only in conjunction with appropriate
professional advice obtained from a suitable
qualified professional source.
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YOURASSETS Access

Guide for the transition to the new authentication system




New authentication system

®

Once on the LOGIN page of your yourassets
website,

- agree to the disclaimer

- enter your User Number (8 digits) and

s Welcome Password

" e - And click on Next as usual.

> Click here if you have lost your
User Number or your Password.

@

General Terms & Conditions (GTC) Read & agree to the yourassets general
Changes Authentication conditions adapted to the new
e e e e authentication system.

I Go to the bottom of the page using the
elevator and click on “l have read and
accepted the new GTC” to go to the next step.

®

STEP 1 : Strengthen your security - -

o ISR Receive your security code

- Encode your mobile phone number to
receive your code by SMS or digital voice
and click on "send me a code”.

ity TP ceer
Seod me 2 code .

STEP 2 : Confirm that it works

I Only mobile phone are accepted

- Enter the received code (4 digits) to
confirm reception.

I Max 2 minutes between the reception of
the code and the action click on “Verify the

code OTP”.

I'lf you don't receive any SMS, then use the
button “Call me with a voice code”.

- Click on “"Next".




Useful information for an online recovery proces :

Complete the information to use the recovery
process

Enter your E-mail address.

Answer the 3 security questions.

Click on Next.

Welcome to yourassets !
The transition is completed.

I Don't forget to validate your e-mail address
within 15 minutes — See the email received.

If this stage is not completed, you will not be
able to use the online recovery process of your
credentials in case of loss/theft.




L ost User number ?

Before & After

Reconnection - yourassets

Same process before and after
the transition to the New
authentification:

- Click on "Lost user number”.

- Complete and send us the
Reconnection Form.

- You will be reminded of your
user number by e-mail.

Click on “Lost password”.

Before the transition to the New
authentification:

- Click on "Reconnect” and
“Reconnection Form”.

- Complete and send us the
Reconnection Form.

- Anew password will be sent to
you by post.

After the transition to the New
authentification:

- Enter your username and your e-
mail address.

- Move the cursor to the right to
unlock the “Next” button on
which you may click.

- A new password will be sent to
you on your e-mail address : click
on the link of the email to change
it to a personal password

I The new password must contain at
least 8 characters, including at least
one capital, a lower case letter, a
number and a special character



Who to contact for assistance?

If you have any questions about the new authentication rules you can find
the information in the Frequently Asked Questions (FAQ).

You can consult them by clicking on the FAQ button which can be found
on all the authentication screens. If you have any questions which do not
appear in these FAQs, do not hesitate to contact the OneLife Customer
Service team by phone or by e-mail:

Tel: +352 45 67 30 1
E-mail: info@onelife.eu.com



Disclaimer

The content of this document is intended
solely to provide general information on the
products and/or services provided by the life
assurance company, The OneLife Company
S.A. (OnelLife).

It does not constitute any offer or solicitation
for the purchase of any life assurance
product.

OnelLife does not warrant, represent or
guarantee that the information contained
within this document is complete, accurate or
up-to-date.

Neither is this information intended to
constitute any form of legal, fiscal or
investment advice and the information
provided in this document or any other pre-
contractual document should therefore be
used only in conjunction with appropriate
professional advice obtained from a suitable
qualified professional source.
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